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GnutellaProtocolDevelopmentHome::Developer::Press::Research::ServentsTheAnnotatedGnutellaProtocolSpecificationv0.4(1)DocumentRevision1.6 Clip2Status:AnnotatedStandardTheGnutellaDeveloperForum(GDF)BasedonpreviousRevision1.2http://groups.yahoo.com/group/the_gdfSummaryGnutella(2)isaprotocolfordistributedsearch.AlthoughtheGnutellaprotocolsupportsatraditionalclient/centralizedserversearchparadigm,Gnutella’sdistinctionisitspeerZtoZpeer,decentralizedmodel.Inthismodel,everyclientisaserver,andviceversa.ThesesôcalledGnutellaserventsperformtasksnormallyassociatedwithbothclientsandservers.Theyprovideclient̂sideinterfacesthroughwhichuserscanissuequeriesandviewsearchresults,whileatthesametimetheyalsoacceptqueriesfromotherservents,checkformatchesagainsttheirlocaldataset,andrespondwithapplicableresults.Duetoitsdistributednature,anetworkofserventsthatimplementstheGnutellaprotocolishighlyfault̂tolerant,asoperationofthenetworkwillnotbeinterruptedifasubsetofserventsgoesoffline.(1)ThisdocumentrepresentsthedefactostandardGnutella0.4protocol.However,severalimplementationshaveextendedthedescriptorsthatcomprisetheprotocol,andhaveimposedadditionalrulesonthetransmissionofthesedescriptorsthroughtheGnutellanetwork.KnownextensionstotheprotocolareprovidedinanAppendixattheendofthisdocument,butsomevariationsnotdocumentedheremaybeencounteredinpractice.(2)Typicallypronounced"neŵtella"or,lesscommonly,"guĥneŵtella".Tableofcontents1.Protocoldefinition2.Connectionprocedureandprotocolnegociation3.Peer̂tôPeerGnutellapackets:Descriptors3.1.DescriptorHeader3.2.DescriptorPayloads3.2.1.Ping(0x00)DescriptorPayload3.2.2.Pong(0x01)Descriptorpayload3.2.2.1.Pongusagepolicy3.2.2.2.PortnumbersinstandardPongdescriptors3.2.2.3.IPv4AddressesinstandardPongdescriptors3.2.3.Query(0x80)DescriptorPayload3.2.4.QueryHits(0x81)DescriptorPayload



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #23.2.4.1.ResultStructure3.2.4.2.TotalPayloadlengthofQueryHitsdescriptors3.2.4.3.QHDDataandResultDataExtensions3.2.5.Push(0x40)DescriptorPayload3.2.6.Bye(0x02)ExtensionDescriptorPayload3.2.7.QueryRoutingProtocol(0x30)ExtensionDescriptorPayload3.2.8.Open̂Vendor(0x31)ExtensionDescriptorPayload3.2.9.Standard̂Vendor(0x32)ExtensionDescriptorPayload4.Descriptorrouting5.Filedownloads6.FirewalledserventsAppendix:GnutellaprotocolextensionsA.1.ExtendedQueryHitDescriptor(EQHD)A.1.1.EQHDcommonformatA.1.2.BearShareTrailerEQHDA.1.3.VendorcodesA.2.ExtendedResultDataextensionsA.2.1.ExtendedResultstructureA.2.2.GnotellaResultDataextensionA.2.3.LimeWireMetâDataResultDataextension.A.2.4.URIResultDataextensionandURIExtendedQueryextension.1.ProtocolDefinitionTheGnutellaprotocoldefinesthewayinwhichserventscommunicateoverthenetwork.Itconsistsofasetofdescriptorsusedforcommunicatingdatabetweenserventsandasetofrulesgoverningtheinter̂serventexchangeofdescriptors.Currently,thefollowingdescriptorsaredefined:Descriptor DescriptionPingUsedtoactivelydiscoverhostsonthenetwork.AserventreceivingaPingdescriptorisexpectedtorespondwithoneormorePongdescriptors.PongTheresponsetoaPing.IncludestheaddressofaconnectedGnutellaserventandinformationregardingtheamountofdataitismakingavailabletothenetwork.QueryTheprimarymechanismforsearchingthedistributednetwork.AserventreceivingaQuerydescriptorwillrespondwithaQueryHitifamatchisfoundagainstitslocaldataset.QueryHitsTheresponsetoaQuery.ThisdescriptorprovidestherecipientwithenoughinformationtoacquirethedatamatchingthecorrespondingQuery.PushAmechanismthatallowsafirewalledservent



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #3tocontributefilêbaseddatatothenetwork.AGnutellaserventconnectsitselftothenetworkbyestablishingaconnectionwithanotherserventcurrentlyonthenetwork.Theacquisitionofanotherservent’saddressisnotpartoftheprotocoldefinitionandwillnotbedescribedhere(HostcacheservicesarecurrentlythepredominantwayofautomatingtheacquisitionofGnutellaserventaddresses).2.ConnectionProcedureandProtocolNegociationOncetheaddressofanotherserventonthenetworkisobtained(itsIPv4addressanditsportnumber),aTCPconnectiontotheserventiscreated,andthefollowingGnutellaconnectionrequeststring(ASCIIencoded)maybesent:
GNUTELLA CONNECT/<protocol version string>\n\nwhere<protocolversionstring>isdefinedtobetheASCIIstring"0.4"(or,equivalently,"\x30\x2e\x34")inthisversionofthespecification,andwhere"\n"representanASCIIlinêfeedcharacter(LF,code0xa=10).Note:CompliantserventsMAYacceptaCR+LFterminationinsteadofLF+LF,butMUSTnotgenerateaCR+LFterminatorwhenusingthis0.4versionoftheGnutellaconnectionprotocol.WiththeGnutellaprotocol,the"GNUTELLA"initialverbismandatorytoavoidcollisionwithstandardoroptionalHTTPandFTPverbs,andthefinaltoken"CONNECT/<protocolversionstring>"qualifiesBOTHtheconnectionprotocolforGnutella,ANDtheimplicitsetofstandarddescriptorsandtheirsemanticsdefinedbythecurrentprotocolspecification.TheabovestringunambiguouslydefinesthefirstinteroperableversionoftheGnutellaconnectionprotocol.ItMUSTbeacceptedbyallGnutellacompatibleservents,evenifthecurrentversion0.4oftheGnutellaconnectionprotocolhasbeenobsoletedbytheversion0.6whichintroducesoptionalmechanismscomparabletoHTTP/1.1.DeprecatedlegacyapplicationsusingtheGnutellamayuseanotherconnectionstringforprivateuse,buttheyarenotinteroperable(ifauthenticationisrequiredtobuildaprivatenetwork,implementorsSHOULDusethenewer0.6versionoftheGnutellaconnectionprotocoltoimplementitwithconnectionheaders).AserventwishingtoaccepttheconnectionrequestMUSTrespondwith:
GNUTELLA OK\n\nAnyotherresponseindicatestheservent’sunwillingnesstoaccepttheconnection.Aserventmayrejectanincomingconnectionrequestforavarietyofreasonŝaservent’spoolofincomingconnectionslotsmaybeexhausted,oritmaynotsupportthesameversionoftheprotocolastherequestingservent,forexample.IfaconnectionrequestmustberejectedbyaGnutellacompliantservent,itMAYuseanHTTPZlikestatusline(startingwithanumericstatuscodesuchas"404Notfound").Note:CompliantserventsMAYacceptincomingCR+LFterminationinsteadofLF+LF,butMUSTnotgenerateaCR+LFterminatorwhenusingthis0.4versionoftheGnutellaconnectionprotocol,astheresultisunpredictable,andtheprotocolwouldnon



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #4synchronizeproperly.Theinitial"GNUTELLA"verbbeforetheresponseavoidscollisionwithHTTPservers.Someserventimplementationsrespondwith"GNUTELLACONNECT/0.4\n\n",anticipatingaprotocolnegociation.However,astherewasnocommonstandardbeforethe0.4protocol,suchspecificationwasnotnecessary.ServentsMAYacceptitonlyforlegacysupportwithpreviousversions.This0.4versionoftheprotocoldoesnotsupportprotocolversionnegociation,whichhasbeenintroducedinthelater0.6versionoftheGnutellaconnectionprotocoldefinedinanotherdocument.3.PeerËtoËPeerGnutellaPackets:DescriptorsOnceaserventhasconnectedsuccessfullytothenetwork,itcommunicateswithotherserventsbysendingandreceivingGnutellaprotocoldescriptors.EachdescriptorisprecededbyaDescriptorHeaderwiththebytestructuregivenbelow.Note1:AllfieldsinthefollowingstructuresareinlittleÒendianbyteorderunlessotherwisespecified.ThisisdifferingfromthetraditionalnetworkZbyteZordertraditionallyusedinothernetworkingprotocols,butthishasbeenkeptforhistoricalreasonsandinteroperabilitywithexistingGnutellaservents.Thetraditionalbyteorderingntoh(),ntol(),hton(),lton()functionsusedinnetworkinglibrariesMUSTNOTbeusedfordescriptorsastheyassumeabigZendianbyteorderforthenetworkencoding(thesefunctionsormacrosarenoZoperationidentityonlyonbigZendianmachines,suchasMotorolasystems,andperformbyteswapsonIntelsystems).ThesefunctionsMUSTbereplacedbyprovidingfunctionslikenltoh(),nltol(),htonl(),ltonl()assuminglittleZendiannessonthenetwork.Note2:All32̂bitIPaddressesinthefollowingstructuresareinIPv4format.Forexample,theIPv4bytearray:Bytevalue0xD00x110x320x04Byteoffset0123representsthedottedaddressIPv4"208.17.50.4".I.e.networkaddressesusethestandardnetworkbytêorder,definedasbigÒendianforIPv4.3.1.DescriptorHeaderFieldsDescriptorIDPayloadDescriptorTTLHopsPayloadLengthByteoffset0...1516171819...22DescriptorIDA16̂bytestringuniquelyidentifyingthedescriptoronthenetwork.Itsvaluemustbepreservedwhenforwardingmessagesbetweenservents.Itsuseallowsdetectionofcyclesandhelpreduceunnecessarytrafficonthenetwork.Whengenerating128ZbitDescriptorIDs,serventscanusetheUUIDgenerationalgorithm,oruseacryptographicallystrongrandomgenerator.ThevalueoftheDescriptorIDcarriesnosignification,



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #5andshouldalwaysbetreatedasanopaquebinarystring,whosebyteordermustbepreservedwhenforwardingmessages.However,withinPongdescriptors,whichuniquelyidentifiesaserventhostidentifiedbyastableGUIDinamorereliableandpersistentwaythanbyitscurrentIPandportnumberaddress,aspecialPongmarkingisrequiredfornewerapplications:byte8SHOULDbesetto0xFF(indicatingthattheGUIDunambiguouslyanduniquelyidentifiestheservent),andbyte15SHOULDbesetto0x00forfutureuse.PayloadDescriptor0x00=Ping(seesection3.2.1)0x01=Pong(seesection3.2.2)0x80=Query(seesection3.2.3)0x81=QueryHits(seesection3.2.4)0x40=Push(seesection3.2.5)ExtensionDescriptors:0x02=Bye(seesection3.2.6)0x10=IBCM(ReservedforthenonZstandardInBandControlMessagedescriptor,butMAYcausecompatibilityproblemwithlegacy,nonIBCMZaware,servents)0x30=QRP(seesection3.2.7)0x31=OpenVendorExtension(seesection3.2.8)0x32=StandardVendorExtension(seesection3.2.9)Note:OthervaluesSHOULDnotbeusedfornow,asremoteserventsmayconsideritasinvalid.Theirusewillbespecifiedinanhigherversionoftheprotocolthanthecurrent0.4protocol(orits0.6extension).TTLTimeToLive.ThenumberoftimesthedescriptorwillbeforwardedbyGnutellaserventsbeforeitisremovedfromthenetwork.EachserventMUSTdecrementtheTTLbeforepassingitontoanotherservent.WhentheTTLreaches0,thedescriptorMUSTnolongerbeforwarded.Note:Thisfieldisunsigned,howeveravaluehigherthan127willveryprobablybeconsideredasexcessivewhenusedontheInternet.HopsThenumberoftimesthedescriptorhasbeenforwarded.Note:Thisfieldisunsigned,howeveravaluehigherthan127willveryprobablybeconsideredasexcessivewhenusedontheInternet.Asadescriptorispassedfromserventtoservent,theTTLandHopsfieldsoftheheaderMUSTsatisfythefollowingconditions:TTL(i)+Hops(i)=TTL(0)TTL(i+1)<TTL(i)Hops(i+1)>Hops(i)whereTTL(i)andHops(i)arethevalueoftheTTLandHopsfieldsoftheheaderatthedescriptor’siÿthhop,fori>=0.PayloadLength



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #6Thelengthofthedescriptorimmediatelyfollowingthisheader.ThenextdescriptorheaderislocatedexactlyPayloadLengthbytesfromtheendofthisheaderi.e.therearenogapsorpadbytesintheGnutelladatastream.Note:Thisfieldisunsignedhoweveravalueof2GBormorewillveryprobablybeconsideredasexcessive.Withthecurrentspecificationoftheprotocol,thelastencodedbyteofthePayloadLengthfieldSHOULDthenbe0(asPayloadswon'treach16MBwhenusedontheInternet).TheTTListheonlymechanismforexpiringdescriptorsonthenetwork.ServentsSHOULDcarefullyscrutinizetheTTLfieldofreceiveddescriptorsandlowerthemasnecessary.AbuseoftheTTLfieldwillleadtoanunnecessaryamountofnetworktrafficandpoornetworkperformance.Note:SomeserventsMAYconsiderexcessivevaluesforTTL+Hopsasindicatingdesynchronizationoftheconnectioninputstream.Also,adescriptorwhereTTL=0andHops=0isinvalid.AllserventsMUSTconsiderthatTTL+Hopsvaluesbetween1and7arevalid(ahigherrangeispossiblebutnotrecommendedforuseontheInternet).AserventMAYreduceexcessiveTTLvalue,butMUSTNOTincreaseitwhenforwardingorcachingDescriptors.AserventMUSTNOTreducetheHopsvalueasthiswillbreakthediscoveryofshorterroutesandwillaffectroutecaches.Whenforwardingadescriptortoremoteserventsconnectedwithsloworunreliableconnections,aserventMAYalsocountmorethan1HopandreducetheTTLbytheequivalentnumber,providedthattheresultingTTLvaluedoesnotreach0(insuchacasethedescriptorMUSTbediscarded).ThePayloadLengthfieldistheONLYreliablewayforaserventtofindthebeginningofthenextdescriptorintheinputstream.TheGnutellaprotocoldoesNOTprovidean"eyêcatcher"stringoranyotherdescriptorsynchronizationmethod(itassumesthatreliableTCPconnectionsareused).Therefore,serventsSHOULDrigorouslyvalidatethePayloadLengthfieldforeachdescriptorreceived(atleastforfixed̂lengthdescriptors).Ifaserventbecomesoutofsynchwithitsinputstream,itSHOULDdroptheconnectionassociatedwiththestreamsincetheupstreamserventiseithergenerating,orforwarding,invaliddescriptors.Note:AdesynchronizationMAYbedetectedbythepresenceofanunknownvalueforthePayloadDescriptorfieldinasingledescriptormessage,whichserventsareNOTrequiredtosilentlydiscard.Forexample,anewPayloadDescriptorvaluehasbeenproposed,the"Bye"descriptorwithvalue0x02,whichgivesthereasonwhyaserventisbeingdisconnected.ThecurrentlydefinedpolicywithunknownPayloadDescriptorsallowsthisbecausethismessagewillnotbefollowedbyanyotherDescriptor,sotheconnectionMAYstillbesilentlydropped.Thisishoweveraproposedextension,whosepayloadformathasstillnotbeenagreed



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #7uponamongserventsimplementors.Itsspecificationisnotpartofthisdocument,andMAYbedocumentedlater.3.2.DescriptorPayloadsImmediatelyfollowingthedescriptorheader,isanoptionalpayload,whosecontentandstructuredependsontheDescriptorPayloadfieldinthedescriptorheader.Thefollowingsectionsdetailthem:3.2.1.Ping(0x00)DescriptorPayloadFieldsOptionalPingDataByteoffset0...LZ1OptionalPingDataThisisanoptionalfieldconsistinginbytesofvariablelength,itisreservedforextensionsofthecurrentversionoftheprotocol,tospecifyfiltersaboutexpectedPongreplies.ItsmaximumlengthisboundedbythePayloadLengthfieldoftheheader.Whenused,thisfieldSHOULDbesmallandagreeduponwithotherGnutellaserventimplementors,asthisfieldMAYbespecifiedinafurtherspecificationoftheprotocol.StandardPingdescriptorscurrentlyhavenoassociatedpayloadandareofzerolength.APingissimplyrepresentedbyadescriptorheaderwhosePayloadDescriptorfieldis0x00andwhosePayloadLengthfieldis0x00000000.AserventusesPingdescriptorstoactivelyprobethenetworkforotherservents.AserventreceivingaPingdescriptorMAYelecttorespondwithaPongdescriptor,whichcontainstheaddressofanactiveGnutellaservent(possiblytheonesendingthePongdescriptor)andtheamountofdatait’ssharingonthenetwork.ThisspecificationmakesnorecommendationsastothefrequencyatwhichaserventSHOULDsendPingdescriptors,althoughserventimplementersSHOULDmakeeveryattempttominimizePingtrafficonthenetwork.Note:There'snorequirementtoalwaysforwardanyPingrequesttootherconnectedserventsorwithalargeTTL+Hopsvalue.So,mostactualserventsimplementatrafficlimitingpolicyforPingdescriptors.3.2.2.Pong(0x01)DescriptorPayloadNumberNumberOptional



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #8FieldsPortIPAddressofFilesSharedofKilobytesSharedPongDataByteoffset0...12...56...910...1314...LZ1PortTheTCPportnumberonwhichtherespondinghostcanacceptincomingGnutellaconnections.(Seesection3.2.2.2below)IPAddressTheIPv4addressoftherespondinghost.(Seesection3.2.2.3below)ThisfieldisinbigÒendianformat.NumberofFilesSharedThenumberoffilesthattheserventwiththegivenIPAddressandPortissharingonthenetwork.Note:Anexcessivenumberofsharedfileswillsometimesbeignoredbyserventsreceivingit,becauseitissuspectorbecausecumulatingitcouldproduceinternaloverflows.Thisinformativefieldcanbenullbutsomeserventshavelocalpoliciesthatrestrictaccessesfrom"freeloaders"thatdon'tshareaminimumnumberoffiles.NumberofKilobytesSharedThenumberofkilobytesofdatathattheserventwiththegivenIPAddressandPortissharingonthenetwork.Note:Anexcessivetotalsharedsize(morethan2GB),oranexcessivemeansizepersharedfile,willsometimesbeignoredbyserventsreceivingitbecauseitissuspectorbecausecumulatingitcouldproduceinternaloverflows.Thisinformativefieldcanbenullbutsomeserventshavelocalpoliciesthatrestrictaccessesfrom"freeloaders"thatdon'tshareaminimumvolumeoffiles.OptionalPongDataThisisanoptionalfieldofvariablelength,itisreservedforextensionsofthecurrentversionoftheprotocol,togiveotherinformationabouttheservent,ortoprovidealternatetransportprotocolsoraddressesthatallowincomingconnectionstotheservent.ItsmaximumlengthisboundedbythePayloadLengthfieldoftheheader.Whenused,thisfieldSHOULDbesmallandagreeduponwithotherGnutellaserventimplementors,asthisfieldMAYbespecifiedinafurtherspecificationoftheprotocol.PongdescriptorsareONLYsentinresponseto



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #9anincomingPingdescriptor.MultiplePongdescriptorsMAYbesentinresponsetoasinglePingdescriptor.ThisenableshostcachestosendcachedserventaddressinformationinresponsetoaPingrequest.3.2.2.1.Usagepolicy1)FieldsthatSHOULDbepreservedfromincomingPongs:InordertoreducethenetworktrafficusedbyPongdescriptorsandtodiscovershorteroralternateroutestothesameservent,theDescriptorIDfieldofcachedPongsSHOULDbepreservedlocallyalongwiththeHopsandTTLfields.However,excessiveHops+TTLvaluesinincomingSHOULDbereducedbykeepingtheHopsfield.IfithastheeffectofproducinganegativeornullTTLvalue,thePongMAYbemarkedasinvalidandbediscarded,asthecorrespondingadvertizedserventmaybeunreachableviatheGnutellanetwork.2)GeneratingtheDescriptorIdforPongdescriptors:TheDescriptorIdassociatedtothepayloadinformationofPongrepliesSHOULDbeconstantforallPingrequestsreceivedfromthesameoralternateconnection,atleastaslongastherespondingserventhasanactiveconnectiontothenetwork,unlesstheserventimplementsmultiplelisteningIPinterfacesattachedtodistinctnetworks,consideredasifitwasdifferentservents.ThisDescriptorIdSHOULDbegloballyuniqueforthatserverinstance.SoitsgenerationshouldusetheUUIDalgorithmoracryptographicallystrongrandomgenerator.Howeverbyte8SHOULDbesetto0xFF(indicatingthattheGUIDunambiguouslyanduniquelyidentifiestheservent),andbyte15SHOULDbereservedandsetto0x00forfutureuse.WhenreceivingorforwardingPongdescriptors,theDescriptorIdfieldMUSTNOTbemodified,whateveritsvalue.3)Respondingtoincoming"direct"and"browsing"Pingrequests:EachserventSHOULDrespond(atleastonceforeachconnectedremoteservent)withavalidPonganswertoanincoming"direct"PingrequestwithTTL=1andHops=0.ToallowtheimplementationoflargePongcaches,theySHOULDalsoadvertize(atleastonce)withPongthelistoftheir



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #10currentlyconnected(orrecentlycached)accessibleneighborserventsinreplytoanincoming"browsing"Pingrequest(withTTL=2andHops=0).3.2.2.2.PortnumbersinstandardPongdescriptors1)StandardanddefaultPortnumbers:EventhoughGnutellaserventstraditionallyuseTCPPortnumber6346bydefaultforincomingGnutellaconnections,thisisNOTarequirement.There'sno"standard"portnumberdefinedandserventsmayusewhatevervalidportnumberbetween1and65535theywishforGnutellaTCPconnectionstoreachtheservent.2)GnutellaPortnumberanddownloadPortnumber:ThePortnumberadvertizedinPongdescriptorsMAYbedifferentfromtheportnumberadvertizedinQueryHitsrepliestoenabledownloadrequests.IncomingGnutellaconnectionsMAYaswellassignthesameTCPportforincomingHTTPconnectionsusedbydownloadrequests.3)NonnullPortnumbers:AnonnullPortnumberindicatessupportbytheserventforincomingGnutellaTCPconnections.MostserventsSHOULDprovidethisfieldwithadefaultvalueforthelocalhost,unlesstheserventisdiscoveredtobefirewalledormanuallyconfiguredtouseanacceptableport.The0.4protocolcurrentlydoesnotspecifyanyproceduretocheckthattheadvertizedTCPportnumberisaccessiblefromotherserventsortodiscoverwhichportisdirectedtothelocalhostbythefirewallorrouter.4)NullPortnumbers:However,iftheserventrunsonahostwhosewhoselocalIPaddressisonprivateLANandthecurrentlyconnectedHostisonanothersubnetworkoronInternet,andifPortnumberhasnotbeenexplicitlyconfiguredbytheuserforthatnetworkinterface,itisexpectedthatthedefaultPortnumberwillnotbeaccessibleBinthatcaseitMAYbepreconfiguredto0.ServentsthatreceiveanullPortnumberinanincomingPongSHOULDdiscardthisDescriptorandnotforwardittootherservents,asitindicatesthatdirectGnutellaconnectionwithTCPtothesendinghostisnotpossible.NotehoweverthatthepresenceofPongDatamaychangethisbehavior,asitmayprovidealternatetransport



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #11protocols(apartfromTCP)toconnecttothe"firewalled"servent.Suchextensionisoutofscopeofthecurrentspecification.5)Firewalledservents:AfirewalledserventthatcannotacceptincomingTCPconnectionsSHOULDsetthePortfieldto0,ifaPonghastobesentinreplytoa"direct"PingwhoseTTL=1andHops=0(thiswillavoidunsuccessfulattemptsbyotherremoteserventstoconnecttothefirewalledservent).TheneighborserventsthatacceptedtheincomingconnectionfromafirewalledserventandthatreceivessuchaPongistheninformedexplicitlythattheconnectedserventdoesnotacceptincomingTCPconnections,sotheyneednotlateradvertizethisfirewalledserventinthelistofserventscurrentlyconnected,whenansweringtoanincoming"browsing"Ping(i.e.withTTL=2).NotehoweverthatthepresenceofPongDatamaychangethisbehavior,asitmayprovidealternatetransportprotocols(apartfromTCP)toconnecttothe"firewalled"servent.Suchextensionisoutofscopeofthecurrentspecification.3.2.2.3.IPv4AddressesinstandardPongdescriptors1)UnroutableIPv4Addresses:WhensendingaPongdescriptorreportinganIPv4addresstoaremoteservent,thereportedaddressSHOULDbeonethatcanbesafelyconnectedandisaccessibletobythisservent.Forexample,iftheremoteserventtowhichaPongdescriptorissentisconnectedviatheglobalInternet,thelocalserventSHOULDNOTgivehimanyprivatenetworkAddresses(i.e.inthe10/8,172.16/12,192.168/16IPv4addressblocks)thatarenotroutableviatheInternet,andSHOULDsetthisfieldto0.ThesameruleSHOULDalsoapplyifbothserventsareconnectedviadistinctprivatenetworks.IfaserventreceivessuchPongswithunroutableAddressfromremoteserventsonInternet,theaddressinthesePongsSHOULDbeignored(asifitwassetto0)evenifitmatchesanaccessibleaddressonalocalprivatenetwork,becausethereportedserventsarenotaccessibleorMAYconflictwithotherhostsonalocalprivatenetwork.WhenforwardingthosePongstoanyotherservent,theunroutableAddressfieldMAYbeforcedto0,forexampleif



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #12theotherserventisconnectedfromalocalprivatenetwork.2)Firewalledservents:AfirewalledserventthatcannotacceptincomingIPv4connectionsfromthenetwork(forexampletheInternet)towhichitwantstosendPongsSHOULDsetthisfieldto0,ifaPonghastobesentinreplytoa"direct"PingrequestwhoseTTL=1andHops=0(thiswillavoidunsuccessfulattemptsbyotherremoteserventstoconnecttothefirewalledservent).Then,theneighborserventsthatacceptedtheincomingconnectionfromafirewalledserventandthatreceivessuchaPongisexplicitlyinformedthattheconnectedserventdoesnotacceptincomingconnectionsatanaccessibleIPv4address,sotheyNEEDNOTlateradvertizethisfirewalledserventinthelistofserventscurrentlyconnected,whenansweringtoanincoming"browsing"Ping(i.e.withTTL+Hops=2).NotehoweverthatthepresenceofPongDataextensionfieldmaychangethisbehavior,asPongDatamayprovidealternatehostaddresses(apartfromIPv4)toconnecttotheservent.Suchextensionisnotdescribedinthecurrentspecification.3.2.3.Query(0x80)DescriptorPayloadFieldsMinimumSpeedSearchCriteriaStringNUL(0x00)Terminator(Optional)QueryDataByteoffset0...12...NN+1N+2...LZ1PortTheTCPportnumberonwhichtherespondinghostcanacceptincomingGnutellaconnections.MinimumSpeedTheminimumspeed(inkbits/second)ofserventsthatshouldrespondtothismessage.AserventreceivingaQuerydescriptorwithaMinimumSpeedfieldofnkb/sSHOULDonlyrespondwithaQueryHitsifitisabletocommunicateataspeed>=nkb/s.HerearesomehintsonhowthisfieldMAYbesetinQuerydescriptors:0=willsendresultsregardlessofavailableuploadspeed(andevenifthere'snoavailableuploadslot)B1=acceptanyresultthatcanbe



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #13transferredataguaranteedminimumof1.5kbpsmeanspeed(i.e.modemserventsSHOULDNOTreporthitsiftheydon'thaveavailableuploadslotsoraslongasthiswouldbreakaguaranteeofferedtootherdownloaders,unlesstheyimplementareliablequeueingsystem)B2to32767=(currentlyavailabledownlinkbandwidth)*70%.32768to65535=SHOULDNOTbeusedin0.4Querydescriptors.UnawarelegacyserventsthatreceivesuchQuerydescriptorswillVERYPROBABLYneverreturnQueryHits.Todeterminewhichuplinkspeedcanbeguaranteed,thereplyinguploadserventMAYcomparetheMinimumSpeedfieldvaluenoftheQueryto:min[(maximumuplinkbandwidth)*70%,(totalunuseduplinkbandwidth)]/[(uploadsinprogress)+2]TherestrictedrangeofvalidvaluesoftheSpeedfieldinQueryHitsdescriptors(below32768),anditstypicalvalueisnowconsideredinformative,andmoreusefulinformationcannowbetransportedinthisMinimumSpeedfieldofQuerypayloads(SeethedescriptionoftheSpeedfieldintheQueryHitsinsection3.2.4).SearchCriteriaStringANUL(i.e.0x00)terminatedsearchstring.ThemaximumlengthofthisstringisboundedbythePayloadLengthfieldofthedescriptorheader.ItSHOULDuseanASCIÎcompatibleencodingandcharset.Inthisversionoftheprotocol,noencodingwasspecified,butmostserventsusetheISÔ8859̂1characterset,butotherencodingssuchasUTF̂8MAYalsobeused(possiblyinconjonctionwithQueryData),aswellasotherinternationalcharactersets(ISÔ8859̂*,KOÎ8,ŜJIS,Big5,...).ItMAYconsistinanASCIISPACE(0x20=32)separatedlistofsearchkeywords,thatMAYoptionallybeterminatedbyoneormorefilenameextensions(afteranASCIIdot,0x2e=46).Forinteroperabilitywithfuturerevisionsofthe0.4protocol,thesearchCriteriafieldSHOULDNOTusetheASCIIFSseparator(0x1c=28).AlsoaQuerythatcontainsanempty



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #14SearchCriteriaisvalidifitisfollowedbytherequiredNULterminatorandbysomeQueryData(sothePayloadLengthcannotbelowerthan4bytes).QueryDataThisisanoptionalfield,ofvariablelength,itisreservedforextensionsofthecurrentversionoftheprotocol.ItsmaximumlengthisboundedbythePayloadLengthfieldoftheheader.Whenused,thisfieldSHOULDnotbeexcessivelylargeandagreeduponwithotherGnutellaserventimplementors,asthisfieldMAYbespecifiedinafurtherspecificationoftheprotocol.Popularserventimplementationsusethisfieldtospecifyextendedsearchrequestsbasedonmetâdata,encodedasaNUL̂terminatedstringcontainingadditionalXMLformatedsearchcriterias.OtherextensionsmayfollowthissecondNULbyte.ServentsSHOULDthenforwardtheseoptionalextensionswhentheyarepresent.3.2.4.QueryHits(0x81)DescriptorPayloadFieldsNumberofHitsPortIPAddressSpeedResultSetOptionalQHDDataServentIdentifierByteoffset01...23...67...1011…10+N11+N...LZ17L̂16...L̂1NumberofHitsThenumberofqueryhitsintheResultSetfield(seebelow).PortTheportnumberonwhichtherespondinghostcanacceptincomingconnections.IPAddressTheIPv4addressoftherespondinghost.ThisfieldisinbigÒendianformat.SpeedThemaximumuploadspeed(inkilobits/secondorbits/millisecond,between0and32767)oftherespondinghost.Thislegacysemanticisdeprecating,asthisdoesnotguaranteeagoodeffectiveuploadspeed,asthisdependsontheeffectiveworkloadofthehost,anditsnumberofavailableuploadslots(sothespeedisonlyinformativeandserventsshouldnotconsiderit).Asthetypicalvalueofthisfieldistypicallylow,themostsignificantbitofthis16Zbitfield(sentinlittleZendianorder,asallotherGnutellamessages)isnowusedasacaseselector,thatallowssending



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #15moreusefulinformation:Legacyformat0Maximumuploadspeedinkbit/sExtendedformat1FirewalledindicatorXMLmetâdataUnassignedbits,setto0Reservedbits,setto0BitinSpeedfield1514131211109876543210Bitinbyte7654321076543210Byteoffset 1 0Whentheextendedformatisused(bit15setto1),theotherfieldsaredefinedasbelow:FirewalledindicatorThisbitissetto1inQueryandQueryHitspayloads,toindicatethatthehostemittingthemessageisfirewalled.WhenboththeinitialQuerysourceandthereceiverarefirewalled,therespondingserventshouldnotrespondtotheQuery,asitsQueryHitswon'tbeaccessible,evenwiththePushmechanism(seesection3.2.5)XMLmetaÒdataThisbitissetto1inQuerypayloads,toindicatethedesiredpreferencetoreceiveextendedmetâdataforresultssentinQueryHits,usingtheLimeWireXMLformat.OnlynewLimeWireserventshonorthisbit,andotherserventsimplementingXMLmetâdataintheirresults,shouldbechangedtohonorthisbittoo.AnyserventthatcaninterpretXMLmetâdatashouldsetthisbitto1initsQuerytoallowreceivingthemintheextensionfieldOptionalQHDData(seebelow).OtherserventsthatcannotinterpretXMLmetâdata,orserventsthatdonotwanttoreceivetheminOptionalQHDDatashouldclearthisbit(seeAppendixA.2.3).UnassignedbitsCurrentlyunassigned,reservedforfutureuse.Untilthen,thesebitsshouldbesetto0.ReservedbitsCurrentlyunassigned,reservedforfutureindicationofamaximumnumberofhitstoreturn.Untilspecification,these



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #16bitsshouldbesetto0.ResultSetAsetofresponsestothecorrespondingQuery.ThissetcontainsNumberofHitselements,eachwiththeResultstructuredescribedbelow(section3.2.4.1).ThesizeoftheResultSetfield(andofeachindividualResultstructureitcontains)isboundedbythesizeofthePayloadLengthfieldinthedescriptorheaderandbytheNumberofHitsfield,minusthesizeoftherequiredServentIdentifierfieldatendofthispayload.OptionalQHDDataThisisanoptionalfield(theExtendedQueryHitsData)ofvariablelength,itisreservedforextensionsofthecurrentversionoftheprotocol.ItsmaximumlengthisboundedbythePayloadLengthfieldoftheheader.(seesection3.2.4.3)Whenused,thisfieldSHOULDnotbeexcessivelylargeandagreeduponwithotherGnutellaserventimplementors,asthisfieldMAYbespecifiedinafurtherspecificationoftheprotocol.SomeserventsusethisfieldtogiveothercollectedinformationabouttheQueryorabouttherespondinghost.ServentsSHOULDthenforwardtheseoptionalextensionswhentheyarepresent.(seeAnnexes)ServentIdentifierThis16̂bytestringuniquelyidentifiestherespondingserventonthenetwork.Thisistypicallysomefunctionoftheservent’snetworkaddress.TheServentIdentifierisinstrumentalintheoperationofthePushdescriptor(seebelow).QueryHitsdescriptorsareonlysentinresponsetoanincomingQuerydescriptor.AserventshouldonlyreplytoaQuerywithaQueryHitsdescriptorifitcontainsdatathatstrictlymeetstheQuerySearchCriteria.AQueryHitsdescriptorSHOULDbeinitiallygeneratedwithHops=0andtheTTLfieldequaltothenumberofHopstraversedbytheQuerydescriptorforwhichitisreplies.TheDescriptorIdfieldinthedescriptorheaderoftheQueryHitsshouldcontainthesamevalueasthatoftheassociatedQuerydescriptor.ThisallowsaserventtoidentifytheQueryHitsdescriptorsassociatedwithQuerydescriptorsitgenerated.3.2.4.1.ResultStructure



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #17FieldsFileIndexFileSizeSharedFileNameNUL(0x0)TerminatorOptionalResultDataNUL(0x0)TerminatorByteoffset0...34...78...7+K8+K9+K...RZ2R̂1FileIndexAnumber,assignedbytherespondinghost,whichisusedtouniquelyidentifythefilematchingthecorrespondingquery.FileSizeThesize(inbytes)ofthefilewhoseindexisFileIndex.SharedFileNameThenul(i.e.0x0000)terminatedsharednameofthefilewhoseindexisFileIndex.OptionalResultDataNul(i.e.0x0000)terminateddataaboutthefilewhoseindexisFileIndex.SomeserventsMAYusethisfieldtoreturnmetâdata,encodedwithXML.CareMUSTbetakennottoincludeanyNULbyteinthisfield.Atext̂onlyextension(someasXMLdata)inthisfieldSHOULDbeterminatedbyanASCIIFileSeparator(FS,0x1c=28)ifthereisanotherextensionafterit.Whenthisfieldisnotused,thesecondNULterminatorMUSTstillbepresent.3.2.4.2.TotalPayloadlengthofQueryHitsdescriptors.TheQueryHitsdescriptor,withitscomplexstructure,istheonewhichmayhavethelongestpayload.Forefficiencyandtoallowmoreconcurrentrequests,aserventthatreceivesaQuerySHOULDlimitthevolumeoftheQueryHitsdescriptoritsendsasareply.Whenmanyhitsaredetected,serventsMAYandSHOULDdivideitinreasonablesubsets,withadelaybetweeneachQueryHitsdescriptorsentbacktotherequester.AnyQueryHitsdescriptorSHOULDNOTneedmorethan4secondstotransmitatanaveragespeedperconnectionof4kbps,becausetheserventneedstobeabletoreplytootherincomingrequestsfromitsconnectedneighborsinatimelyway.Inpractice,thislimitsthetotaldescriptorsizeto2KB,unlessmoreuplinkbandwidthisavailable,andifthere'sagreement(ornegociationatconnectiontime)aboutthemaximumdescriptorsizethatcanbeusedbetweenneighborservents.ThiscanonlybeguaranteedifreplyingwithaTTL=1descriptor,whichexplicitlywon'tneedtoberoutedacrossrelayingservents,andwhichhasgreaterprioritythanotherdescriptorswith



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #18largerTTLvalues.WhenaserventrepliestoanincomingQuerydescriptorwithHops>0,theQueryHitsdescriptorwithTTL>1willreturnbacktotheinitialserventthatsenttheQuery,usingthesameconnectionpaththatwasusedwhenreceivingtheQuery.MostneighborserventswillforwardincomingQueryHitsdescriptors(withTTL>1)withoutbreakingthemintotheirindividualcomponents.BuffersizelimitsinrelayingserventsMAYimpacttheintendeddescriptor,asarelayingagentMAYdropatoolongQueryHitsdescriptor.AllserventsSHOULDbeabletorouteQueryHitsdescriptorswithtotalsize(includingthedescriptorheader)upto2KB.AndserventsSHOULDNOTgenerateanyQueryHitsdescriptorwithmorethan64KBtotalsize,unlessthere'smutualagreementthatsuchlargedescriptorscanbesafelyexchanged.Betweenthesefigures,themaximumdescriptorsizeCANbereducedinanorderofmagnitudeproportionaltotheincreaseoftheTTL+Hopsvalue.3.2.4.3.QHDDataandResultDataExtensionsTheQueryHitsdescriptorallowstwokindsofextensions,eitherperResultorforthewholeResult̂Set.Thechoiceofplacementoftheseextensions(andtheirencodingandsemantics)isnotdefinedinthisdocumentBit'suptotheimplementersofserventstodefineandtestthem,howeverseveralthingsshouldbenoted:Importantnotice:Thissectiongivessomeguidelines,butthe"SHOULD"and"MAY"wordsfoundherearestillbeingdebated,particularlyforthesemanticsofcachableextensionsthatcouldbesplittedormergedbyfutureQueryZcachingrelayingservents.1)Extensionsencoding:ThereMAYbeseveralResultDataextensionsforthesameResultfile.AndtheremaybeseveralQHDDataextensionsforthesameQueryHitsdescriptor.Someextensionsarealsoversatile,i.e.theyMAYbeusedindescriptorswithdifferentPayloadtype.SoeachextensionMUSTstartwithadistinctidentifiablesequencetorecognizeitstype.Thefollowingparagraphsgiveexamplesforinteroperabilityofsomeexistingextensions.1.a)XMLextensionsstartwithaASCII"<"character



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #19(0x3c=60),whichispartofitsactualcontentandcanbeacomment,adocumenttypedeclaration,orthebeginningofthedocumentelementBanXMLextensionisterminatedbyaASCIIFScharacteriffollowedbyanotherextension.StandardXMLdatausestheUTF̂8encodingbydefault,butMAYuseotherexplicitencodings.Forinteroperability,implementersofXMLextensionsSHOULDproduceXMLdatausinganexplicitdefaulttargetnamespaceand/oradistinctivedocumentelementname.FullXMLconformanceisnotrequired,andrelayingserventsdon'tneedtovalidatethem.1.b)URNextensionsstartwithaASCIIlowercase"u"letter(0x75=117),partofitsvalue,andterminatedbyaASCIIFS,iffollowedbyanotherextension.1.c)SetsofGGEPbinaryÒdelimitedextensions(notspecifiedhere)areintroducedbyamagicbyte(0xc3=195),andeachextensioninthesetcontainsalengthindicatorandanextension̂specificsignatureBhowevernobyteintheGGEPbinarŷdelimitedextensionmaybeNUL(0x00)whenencodedwithinaResultDatafield(thisMAYuseaspecialbinaryencoding).ThewholesetofGGEP̂compatiblebinaryextensionsisterminatedbyaASCIIFSiffollowedbyanotherextension.1.d)BearShareTrailerÒtypebinaryextensions(seeAppendix1)startwithavendor̂specificIdentifierof4ASCIIcharacters(itSHOULDnotstartbya"<","u"or0xc3byte)andspecifytheirinternaldatalength.SuchbinaryextensionsarenotdesignedtobeusedinaResultDataextensionfield,butonlyinQHDDataextension.Fornewerapplications,GGEP̂styleextensionsSHOULDbepreferred.2)WhentouseQHDDataextensions:ServentsMAYneedtosplitalargeincomingresult̂setintoseveraldistinctQueryHitsdescriptors,eachone



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #20transmittedafteratimedelay,tobettermanageitsoutgoingbandwidthandallowrespondingtootherrequests.Whenitneedstodoso,itMAYtransmittheQHDDataseparatelyinanemptyortinyresultset,orMAYhavetorepeattheQHDDataineachQueryHitsdescriptors.ServentsthatsendlargeQHDDataSHOULDdesigntheirextensioninsuchawaythatthisdataMAYbetransmittedseparately(howeverwiththesamerespondingServentIdentifierfield),orsothatthisdataMAYberepeatedinmultipleQueryHits.SoanymetâdataassociatedwithasinglefilewouldbetternotbewithinthisQHDDataextensionfield,andtheQHDDatawillonlybebestusedeitherwithsinglêfileResultsSet,ortotransportsmallservent̂relatedinformation.AlsoQHDdatacannotbeparsedwithoutfirstreceivingandparsingtheResultSet,becausethere'snolengthindicatorfortheResultSet:eachResultstructuremustbescannedwhilecountingthem,untilNumberofHitshavebeenscanned.Forfasterroutingpurpose,aserventMAYalsoneedtolimittheNumberofHitsallowedinthesameResultSet.ServentsSHOULDalsoavoidtransmittingQueryHitdescriptorswithemptyResultSetinordertosendonlyQHDDataextensions,assomelegacyserventsMAYdiscardsuchemptydescriptors.The0.4protocoldoesnotspecifyhoweverthatanemptyResultSetisinvalid.So,newserventsSHOULDacceptandforwardQueryHitsdescriptorscontaininganemptyResultSetifitcontainsQHDDataextension.Finally,allserventsSHOULDdiscardQueryHitsdescriptorswithbothemptyResultSet(i.e.NumberofHits=0)andnoQHDDataextension(i.e.PayLoadLength<=27).3)WhentouseResultDataextensions:Toavoidsuchsplitofrelatedinformation,metâdatacanbeencoded,alongwiththeResultwithwhichitisrelated,withintheResultDataextension.However,purebinaryformatfortheseextensionsisnotpossibleasResultDataextensionsMUSTNOTcontainNULbytesBadditionallyitSHOULDNOTcontaintheASCIIFileSeparator(FS,0x1c=28)usedtoterminatetext̂onlyextensionswithno



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #21explicitlength.ThisMAYthenrequirealessefficient(larger)encodingforsuchmetadatawithintheResultDataextensionfieldofaResultstructure.UsingaResultSetwithseveralcombinedhitssavesalittleoutputbandwidthwhenwecompareittothebandwidthneededwhenusinganequivalentsplittedResultSet,becauseoftheheadersoverhead.HoweverserventsSHOULDavoidusingdescriptorswithexcessivelength,asitmaycausebufferingproblemsinremoteservents.4)WhentoanticipatesplittedQueryHits:IfaQueryHitsextensionislargethenitSHOULDbecarefullydesignedtodifferentiateservent̂relatedinformationfromfileŝspecificmetâdata.Servent̂relatedinformationSHOULDnotbesentwithinmultipleQueryHitsdescriptorassociatedwiththesameQueryrequest(identifiedbythematchingDescriptorIDfieldinthedescriptorheader),butonlywiththefirstResultSetforthatQuery.ItSHOULDbeencodedasaQHDDataextension,andthisfirstResultSetMAYneedtobereducedtocontainthesmallestResultstructures.LargefilêrelatedmetâdataMAYbeencodedasaQHDDataextensioninsteadofaResultDataextensiontoallowbetterencoding.Insuchacase,theResultSetMAYneedtobereducedtocontainonlyoneResultstructure.AQHDDataextensionMAYbedesignedtoincludeavectoroffilêrelatedmetâdata,oneforeachfileoftheResultSet.HoweverasaResultSetMAYbesplittedbyrelayingagents,withQHDDataextensionsreplicatedineachQueryHitsdescriptor,itwouldbedifficulttoreassociatethemetâdatawiththecorrectfile.Inthatcase,theextensionmayincludetheFileIdwithineachelementofthevectorencodedintheQHDDataextension.Untilthesemanticsofsplitting(ormerging)aResultSetarestandardizedinafutureversionofthisspecification,serventsneedtobecarefullytestedwithotherpopularimplementations,todeterminetheappropriatepolicy,asitMAYbreakthebehaviorofanexistingextension(forexampleifQueryHitsaredigitallysigned)3.2.5.Push(0x40)DescriptorPayloadFieldsServentIdentifierFileIndexIPAddressPortOptionalPushData



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #22Byteoffset0...1516...1920...2324...2526...LZ1ServentIdentifierThe16̂bytestringuniquelyidentifyingtheserventonthenetworkwhoisbeingrequestedtopushthefilewithindexFileIndex.TheserventinitiatingthepushrequestshouldsetthisfieldtotheServentIdentifierreturnedinthecorrespondingQueryHitsdescriptor.ThisallowstherecipientofaPushrequesttodeterminewhetherornotitisthetargetofthatrequest.FileIndexTheindexuniquelyidentifyingthefiletobepushedfromthetargetservent.TheserventinitiatingthePushrequestshouldsetthisfieldtothevalueofoneoftheFileIndexfieldsfromtheResultSetfieldinthecorrespondingQueryHitsdescriptor.IPAddressTheIPaddressofthehosttowhichthefilewithFileIndexshouldbepushed.Thisfieldisinbiĝendianformat.PortTheporttowhichthefilewithindexFileIndexshouldbepushed.OptionalPushDataThisisanoptionalfieldofvariablelength,itisreservedforextensionsofthecurrentversionoftheprotocol,togiveidentifyinginformationaboutthecontenttopush,orroutingandauthenticatinginformationcollectedfrompreviousQueryHitsand/orPongdescriptor.ItsmaximumlengthisboundedbythePayloadLengthfieldofthedescriptorheader.Whenused,thisfieldSHOULDnotbeexcessivelylargeandagreeduponwithotherGnutellaserventimplementors,asthisfieldMAYbespecifiedinafurtherspecificationoftheprotocol.ServentsSHOULDthenforwardtheseoptionalextensionswhentheyarepresent.AserventmaysendaPushdescriptorifitreceivesaQueryHitdescriptorfromaserventthatdoesn’tsupportincomingconnections.ThismightoccurwhentheserventsendingtheQueryHitsdescriptorisbehindafirewall.WhenaserventreceivesaPushdescriptor,itmayactuponthepushrequestifandonlyiftheServentIdentifierfieldcontainsthevalueofitsserventidentifier.TheDescriptorIdfieldintheDescriptorHeaderofthePushdescriptorshouldnotcontainthesamevalueasthatofthe



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #23associatedQueryHitsdescriptor,butshouldcontainanewvaluegeneratedbytheservent’sDescriptor_Idgenerationalgorithm.Seethesectionbelowentitled"FirewalledServents"forfurtherdetailsonthePushprocess.3.2.6.QRP(0x30)ExtensionDescriptorPayloadFieldsQuaryRoutingTableDataByteoffset0...LZ1QueryRoutingTableDataThisisarequiredfieldconsistinginbytesofvariablelength,itisreservedforextensionsofthecurrentversionoftheprotocol,tosendcompactinformationaboutfilessharedbyaservent,inorderfortherecipienttofilterincomingQueries.Thisfieldcanbelarge,butthedescriptorshouldbecompactedwithanalgorithmnotspecifiedinthisdocument..Thisdescriptorwasnotspecifiedintheoriginal0.4protocol.Implementingitinserventsisoptional(butsendingitisrequiredtoimplementthe"Leafnode"modespecifiedintheUltraPeerextension.ItshouldbesentonlytoserventsimplementingtheUltraPeerprotocol,asindicatedintheirconnectionheaders.Non̂QRPawareserventsMAYsafelyignorethisdescriptor,asitiscompletelycompatiblewithallnonQRP̂aware0.4serventsthatdon'tuseit.Theroutingofthisdescriptorisnotdefinedinthisdocument.ItspresenceinareceptionflowindicatesthattherecipientshouldsupporttheQRPmechanism,mostprobablytoimplementtheUltraPeertopologyextension.ItsoccurrenceinaflowsentbyagivenserventshouldbepacedaccordingtotheQRPprotocolextensionthatdefinesit.Generally,thismessageisnotintendedtobedroppedbytherecipient.SoreceivingitwhileitwasnotsolicitedindicatesthattheserventdoesnotcomplystrictlytothisspecificationbutalreadyimplementsapartoftheQRPextension,butdoesnotcomplytoitsspecification.3.2.7.Bye(0x02)ExtensionDescriptorPayloadFieldsOptionalByeDataByteoffset0...LZ1OptionalByeDataThisisanoptionalfieldconsistinginbytesofvariablelength,itisreservedforextensionsofthecurrentversionof



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #24theprotocol,tospecifyfiltersaboutexpectedPongreplies.ItsmaximumlengthisboundedbythePayloadLengthfieldoftheheader.Whenused,thisfieldSHOULDbesmallandagreeduponwithotherGnutellaserventimplementors,asthisfieldMAYbespecifiedinafurtherspecificationoftheprotocol.Thisdescriptorwasnotspecifiedintheoriginal0.4protocol.Implementingitinserventsisoptional.ServentsMAYsafelyignorethisdescriptor,asitiscompletelycompatiblewithallnonByêaware0.4servents.HoweveraByêawareserventMUSTsetTTL=1andHops=0whensendingthisdescriptor,thenitSHOULDNOTsendorforwardanyotherdescriptoronthesameconnectionpathBinsteaditMAYwaitforabout30secondsthattheconnectioncloses(iftimeoutelapses,itSHOULDclosetheconnection).Duringthatperiod,theserventMAYignoreallotherincomingdescriptorscomingfromthesameconnectionpath(withtheexceptionofanotherincomingByeDescriptorwhichMAYbeinterpreted).ThesemanticofansendingaByedescriptorwithHops<>0isunknownandnotdefinedinthisdocument.Onreception,aByêawareserventMUSTNOTforwardthismessageBitMAYinterpretthePayloadtotakefurtheractions,butitSHOULDdisconnectimmediatelyfromtheserventwhichsentthisdescriptor.ThecontentofthePayloadisnotspecifiedinthisversionoftheprotocol(itwilltypicallycontainaNULterminatedstatuslinethatgivesthereasonwhyaserventwillbedisconnected,andotherOptionalByeDataextensions).3.2.7.OpenÒVendor(0x31)ExtensionDescriptorPayloadFieldsVendorIDSub̂SelectorOptionalSubZSelectorVersionOptionalVendorSubZSelectorDataByteoffset0...34...56...76...LZ1VendorIDCaseinsensitivesequenceof4characters,identifyingthevendorwhohasauthorityonthedescriptorformatanditsdefinition.VendorIDvaluesaresimilartothoseusedinQueryHits(SeeAppendix1).Theall̂zerovalueisreservedforVendorsupportrequestsandanswers.Seebelow.



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #25SubÒSelectorAlittlêendian16̂bitvaluespecifyingadistinctmessagetypedefinedbythatvendor.The0xFFFFand0xFFFEvaluesfortheSubZSelectorfieldarereservedforfeaturerequestandanswers.Seebelow.OptionalSubsSelectorVersionAlittlêendian16̂bitvaluespecifyingavariantforthedistinctmessagetypedefinedbythatvendor.The0x0000valueisassumedifabsent.SomeSub̂Selectorswillbeversionedandsomewon't.Thevalue0x0001representsversion0.1.OptionalVendorSubsSelectorDataThisisanoptionalfieldconsistinginbytesofvariablelength.ItsformatdependsontheVendorID,SubZSelectorandOptionalSubZSelectorVersionfields.ItsmaximumlengthisboundedbythePayloadLengthfieldoftheheader.Thisdescriptorwasnotspecifiedintheoriginal0.4protocol.Implementingitinserventsisoptional.Itallowsserventstosendexperimentalmessages,andtesttheirscalabilityandroutingstrategiesfornetworkingenhancementswithoutbreakingotherexistingserventimplementations.HoweverserventsthatimplementthisdescriptorSHOULDalsoimplementtheOpen̂VendorFeaturerequest/answer0.1mechanism.Seebelow.Non̂awareserventsMAYsafelyignorethisdescriptor,asitshouldbecompletelycompatiblewithallnon̂Vendoraware0.4servents.HoweveraOpenZVendor̂awareserventSHOULDsetTTL=1andHops=0whensendingthisdescriptor.Inthatcase,theDescriptorIDfieldmaybeusedforotherusagethanidentifyingtheuniquenessoftheoriginator.ThesemanticofsendingaOpenZVendordescriptorwithTTL>1,orforwardingitwithHops<>0isunknownandnotdefinedinthisdocument.ThemaximumsizeofthisDescriptorshouldbebelow20KBforroutingpurpose,andMUSTNOTexceed64KBwithTTL=1andHops=0.Onreception,anon̂awareserventMUSTNOTblindlyforwardthisdescriptorBitMAYinterpretthePayloadtotakefurtheractions.ThecontentofthePayloadisnotspecifiedinthisversionoftheprotocol,asitisvendor̂specific,andmaychangeovertime.



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #26QueryingthelistifVendorIDsupportedinOpenZVendordescriptors:OneserventAcanquerywhichVendorIDstheremoteserventBsupport:itsendsanOpenZVendordescriptorwiththeVendorIDfieldsettoall̂zeroes,andsetstheSubZSelectorfieldto0xFFFFandVersionfieldto0x0001.IfBsupportssomeOpenZVendordescriptors,itwillanswerbysendingbackanotherOpenZVendordescriptorwiththeVendorIDfieldsettoall̂zeroes,andtheSubZSelectorfieldsetto0xFFFE,andtheOptionalSubZSelectorversionfieldsetto0x0001BtheOptionalVendorSubZSelectorDatafieldwillcontainthelistofVendorIDssupported.QueryingifoneormorespecificVendorIDaresupportedinOpenZVendordescriptors:Thisusesthesamemechanism,unlessthattheserventAwillinsertoneormoreVendorIDvaluesintheOptionalVendorSubZSelectorDatafield.TheserventBwillreplybylistingonlythoseVendorIDsvaluesthataresupportedintherequestedset.IfBdoesnotsupportanyofthesevalue,itcanexplicitlyreplywithanemptylistofVendorIDvaluesintheOptionalVendorSubZSelectorDatafieldofitsanswer.ThistypeofrequestallowsrestrictingthevolumeofdataexchangedbetweenserventsbecausetheserventBmaysupportalargesetofVendor̂specificextensions.QueryingthelistofOpenZVendorSubZselectorssupportedforaspecificVendorID:OneserventAcanquerywhichSubZSelectorstheremoteserventBsupport:itsendsanOpenZVendordescriptorwiththeVendorIDfieldsetaccordingtotheSub̂Selectorstoquery,andsetstheSubZSelectorfieldto0xFFFFandVersionfieldto0x0001.IfBsupportsOpenZVendordescriptorsforthatVendorID,itwillanswerbysendingbackanotherOpenZVendordescriptorwiththatsameVendorID,andtheSubZSelectorfieldsetto0xFFFE,andtheOptionalSubZSelectorversionfieldsetto0X0001BtheOptionalVendorSubZSelectorDatafieldwillcontainthelistofSub̂SelectorssupportedwiththatVendorID.AmoreprecisequerythattakesversionfieldsoridentificationfieldsintoaccountmaybeusedwithSubZSelectorVersionfieldsetto0x0002,inthe0xFFFF"FeatureQuery"SubZSelector,orinthe



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #270xFFFE"FeatureAnswer"SubZSelector.Inthatcase,eachSubZSelectorvaluelistedintheOptionalVendorSubZSelectorDatafieldwillbefollowedbyalengthbyteandtheversioninformation.3.2.8.StandardÒVendor(0x32)ExtensionDescriptorPayloadFieldsVendorIDSub̂SelectorOptionalSubZSelectorVersionOptionalVendorSubZSelectorDataByteoffset0...34...56...76...LZ1Thestructureofthisdescriptoriscompletelyidenticaltothestructureofthe0x31descriptortype.Infactitishighlyrecommendedthatserventsthatimplementany0x32descriptoralsoacceptsreceivingits0x31experimentalvariantwithexactlythesamePayload.Thefeaturequerymechanismcanalsobeusedtoseeifalegacyserventsupportstheapproved0x32variant.Howeveraserventthatimplementstheapproved0x32variantshouldnomorereplywiththeexperimental0x31variantofthedescriptor.Thisdescriptorwasnotspecifiedintheoriginal0.4protocol.Implementingitinserventsisoptional.Itallowsserventstosendexperimentalvendor̂specificmessages,fornetworkingenhancementswithoutbreakingotherexistingserventimplementations,butitrestrictsitsdefinitiontoastableanddocumentedspecification.ExperimentalOpenZVendor0x31descriptorsmaybesafelyignored,butdetectingaStandardZVendor0x32messagegivesahinttotheimplementoraboutwhichOpenZVendordescriptortheyshouldmonitorandimplementintheirnextreleasesaspertheavailablespecification.Thisdescriptormayhavespecialroutingstrategies.Inthatcase,thisdescriptorMUSTbesentwithTTL=1andHops=0,anditsunique128̂bitDescriptorIDMAYbeusedforotherpurpose.IftheStandardZVendordescriptorusesastandardforwardingstrategy,itshouldincludeaunique128̂bitDescriptorIDwhichMUSTbepreservedwhileincrementingtheHopsfieldanddecrementingtheTTLfield.ImplementingeffectivelyanStandardZVendordescriptorMAYrequirecomplexcachingstrategies.Fortestingpurposes,andtolimittheimpactofpossiblebugs,alltestsSHOULDbeperformedusingtheExperimentalOpenZVendordescriptors,sothatitwon'tharmotherconformingservents.



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #28OnlywhentheimplementationpassesthespecificationcompliancetestswithothermajorserventimplementationspresentonthenetworkthatimplementthisOpenZVendormessage,theimplementorSHOULDreplaceanyoccurenceofexperimental0x31descriptorsforthatVendorIDandSubZSelectorby0x32descriptorsinrequestsandinrepliestoincomingapproved0x32descriptors.GoingtotheStandardZVendorstatewillallowmorereachabilityofthisOpenZVendordescriptoronthenetwork.WhenansweringtoanincomingOpenZVendor0x31descriptor,StandardZVendor0x32descriptorsMUSTNOTbeused,whateveritscontent,unlesstheincomingVendorIDmatchesthereceivingserventimplementationandthereceivingserventisfullycomplianttotheStandardZVendordescriptorspecification.WhenansweringtoanincomingStandardZVendor0x32descriptor,OpenZVendor0x31descriptorsSHOULDNOTbeused,otherStandardZVendor0x32descriptorsSHOULDbeusedinstead.OthertypeofanswersMAYincludeotherdescriptorssuchasPing,Pong,Query,QueryHits,PushandBye,oranyotheractiondefinedintheStandardZVendordescriptor.4.DescriptorRoutingThepeer̂tôpeernatureoftheGnutellanetworkREQUIRESserventstoroutenetworktraffic(queries,queryreplies,pushrequests,etc.)appropriately.Awell̂behavedGnutellaserventMUSTrouteprotocoldescriptorsaccordingtothefollowingrules:1.PongdescriptorsMAYONLYbesentalongthesamepaththatcarriedtheincomingPingdescriptor.ThisensuresthatonlythoseserventsthatroutedthePingdescriptorwillseethePongdescriptorinresponse.AserventthatreceivesaPongdescriptorwithDescriptorID=n,buthasnotseenaPingdescriptorwithDescriptorID=nSHOULDremovethePongdescriptorfromthenetworkandnotforwardittoanyconnectedservent.2.QueryHitdescriptorsMAYONLYbesentalongthesamepaththatcarriedtheincomingQuerydescriptor.ThisensuresthatonlythoseserventsthatroutedtheQuerydescriptorwillseetheQueryHitdescriptorinresponse.AserventthatreceivesaQueryHitdescriptorwithDescriptorID=n,buthasnotseenaQuerydescriptorwithDescriptorID=nSHOULDremovetheQueryHitdescriptorfromthenetwork.3.PushdescriptorsMAYONLYbesentalongthesamepaththatcarriedtheincomingQueryHitdescriptor.ThisensuresthatonlythoseserventsthatroutedtheQueryHitdescriptorwillseethePushdescriptor.AserventthatreceivesaPushdescriptorwithServentIdentifier=n,buthasnotseenaQueryHitdescriptorwithServentIdentifier=nSHOULDremovethePushdescriptorfromthenetwork.PushdescriptorsMUSTberoutedbyServentIdentifier,notbyDescriptorId(thisidisnotrelatedtotheDescriptorIdofanyQueryorQueryHitdescriptor,itisusedonly



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #29toidentifythepushrequestwhentheuploaderserventwilltrytoconnecttothedownloader,soitMAYberelatedtothelocalserventGUIDthatinitiatesthePushdescriptor).4.AserventSHOULDforwardincomingPingandQuerydescriptorstoALLofitsdirectlyconnectedservents,excepttheonethatdeliveredtheincomingPingorQuery.5.AserventMUSTdecrementadescriptorheader’sTTLfield,andincrementitsHopsfield,beforeitforwardsthedescriptortoanydirectlyconnectedservent.If,afterdecrementingtheheader’sTTLfield,theTTLfieldisfoundtobezero,thedescriptorisnotforwardedalonganyconnection.6.AserventreceivingadescriptorwiththesamePayloadDescriptorandDescriptorIDasoneithasreceivedbefore,SHOULDattempttoavoidforwardingthedescriptortoanyconnectedservent.Itsintendedrecipientshavealreadyreceivedsuchadescriptor,andsendingitagainmerelywastesnetworkbandwidth.

Example1.Ping/Pongrouting,withduplicatedescriptorsfiltering

Example2.Query/QueryHit/Pushrouting5.FileDownloadsOnceaserventreceivesaQueryHitdescriptor,itmayinitiatethedirectdownloadofoneofthefilesdescribedbythedescriptor’sResultSet.Filesaredownloadedout̂of̂networki.e.adirectconnectionbetweenthesourceandtargetserventisestablishedinordertoperformthedatatransfer.FiledataisnevertransferredovertheGnutellanetwork.ThefiledownloadprotocolisHTTP.



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #30Importantnote:ThisdocumentisnotnormativeasregardtotheHTTPprotocol.ItonlydefinestheminimumHTTPsupportREQUIREDtoimplementcompliantservents.AnycompliantHTTP/1.0orHTTP/1.1clientorserverMAYbeused.Forfurtherreference,pleaseconsult:[1]RFC2616"HypertextTransportProtocol̂HTTP/1.1",byIrvine,Gettys,Compaq,W3C,MIT&al.(2ndrelease,June1999),StandardTrack,editedbyW3C,availableinHTMLformatonhttp://www.w3.org/Protocols/rfc2616/rfc2616.htmlThisversionobsoletestheprevious:[2]RFC2068"HypertextTransportProtocolZHTTP/1.1",byFielding,Irvine,MIT&al.(1strelease,January1997),ProposedStandard,editedbyIETF.[3]RFC1945"HypertextTransportProtocol̂HTTP/1.0",byBernerŝLee,Fielding,Frystyk&MIT/LCS(May1996),Informational,editedbyIESG,availableinASCIItextformatonhttp://www.ietf.org/rfc/rfc1945.txtTheserventinitiatingthedownloadsendsaHTTPrequeststringofthefollowingformtothetargetserver:
GET /get/<File Index>/<File Name>/ HTTP/1.0\r\n

User-Agent: Gnutella/0.4\r\n (3)

Range: bytes=<Start Offset>-\r\n

Connection: Keep-Alive\r\n

\r\nwhere<FileIndex>and<FileName>areoneoftheFileIndex/FileNamepairsfromaQueryHitsdescriptor’sResultSet.Forexample,iftheResultSetfromaQueryHitsdescriptorcontainedthefollowingResultentry:FileIndex2468FileSize4356789FileNameFoobar.mp3\x00ResultData\x00thenadownloadrequestforthefiledescribedbythisentrywouldbeinitiatedasfollows:
GET /get/2468/Foobar.mp3/ HTTP/1.0\r\n

User-Agent: Gnutella/0.4\r\n (3)

Range: bytes=0-\r\n

Connection: Keep-Alive\r\n

\r\nNotethatsomecharacters(suchasspaces)inthefilenamemayneedtobeencodedwith%hhhexadecimalsequencestocomplywiththeURIstandardreferredbytheHTTPprotocolstandard.NotealsothattheincomingHTTPversionMAYbe1.1insteadof1.0.SupportforHTTP/1.1isnotmandatorywithinservents,whichcanstillrespondwiththeHTTP/1.0protocol.The"Connection:KeepZAlive"headerMAYalsobeomittedinHTTP/1.0,butSHOULDbepresentinHTTP/1.1.The"Range:"headerMAYalsobeomittediftherequestspecifiesthefullfilecontent.NotealsothedoubleCRLFsequencerequiredatendofheaders,whenemittingand



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #31parsingHTTPrequestheaders.TheserverreceivingthisdownloadrequestrespondswithHTTP1.0compliantheaderssuchas:
HTTP/1.0 200 OK\r\n

Server: Gnutella/0.4\r\n (3)

Content-Type: application/binary\r\n

Content-Length: 4356789\r\n

\r\nNotethatsomelegacyserventsmayalsorespondwithadifferentstatusline(beforetheHTTPheaders),whichdoesnotfullycomplytotheHTTP1.0or0.9standard,buttoaverydeprecatedlegacystandard,astheymayomittheversionsuffix(thisisaconsequenceofanerrorinthepreviousrevisionofthisdocument):
HTTP 200 OK\r\nNotealsothatthe"ContentZType:"headermayalsobemissingonincomingrequests,butallserventsSHOULDemititwhenuploadingfiles,forcompatibilitywithsomeHTTPproxies.NotealsothedoubleCRLFsequencerequiredatendofheaders,whenemittingandparsingHTTPanswerheaders.Thefiledatathenfollowsandshouldbereadupto,andincluding,thenumberofbytesspecifiedinthe"Content̂Length:"providedintheserver’sHTTPresponse.Notethatifthere'sno"ContentZLength:"specified,thedownloadingserventhasnootherchoicethanHAVINGTOreadthefiledatauptothedetectionoftheendoftheTCPconnection,andabortthedownloadifthere'safilesizemismatch.SoallserventsSHALLincludethisheader.TheGnutellaprotocolprovidessupportfortheHTTP"Range:"parameter,sothatinterrupteddownloadsmayberesumedatthepointatwhichtheyterminated.Iftheconnectiondoesnotterminateimmediatelywhenthedownloadcompletes,thedownloadingserventMAYinitiateanother"Range:"downloadbyemittinganotherHTTPGETrequestforthesamefile(theuploadingserventMAYelectnottohonoritandreturnanHTTPBUSYerror).OncetheHTTPtransactionsarefinishedoriftheuploadingserverreturnsanyerror,thedownloadingclientSHOULDimmediatelyclosetheconnection.AfastuploadingserventSHOULDkeeptheconnectionopenforalimitedtimebeforeforcingtheconnectionclose(thiswillavoidexhaustionofavailablesocketsystemcontrolblocksonfastserventsthatacceptmanyincomingrequests).6.FirewalledServentsItisnotalwayspossibletoestablishadirectconnectiontoaGnutellaserventinanattempttoinitiateafiledownload.Theserventmay,forexample,bebehindafirewallthatdoesnotpermitincomingconnectionstoitsGnutellaport.Ifadirectconnectioncannotbeestablished,theserventattemptingthefiledownloadmayrequestthattheserventsharingthefile"push"thefileinstead.AserventcanrequestafilepushbyroutingaPushrequestbacktotheserventthatsenttheQueryHit



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #32descriptordescribingthetargetfile.TheserventthatisthetargetofthePushrequest(identifiedbytheServentIdentifierfieldofthePushdescriptor)should,uponreceiptofthePushdescriptor,attempttoestablishanewTCP/IPconnectiontotherequestingservent(identifiedbytheIPAddressandPortfieldsofthePushdescriptor).Ifthisdirectconnectioncannotbeestablished,thenitislikelythattheserventthatissuedthePushrequestisitselfbehindafirewall.Inthiscase,filetransfercannottakeplace.IfadirectconnectioncanbeestablishedfromthefirewalledserventtotheserventthatinitiatedthePushrequest,thefirewalledserventshouldimmediatelysendthefollowing:
GIV <File Index>:<Servent Identifier>/<File Name>\n\nWhere<FileIndex>and<ServentIdentifier>arethevaluesoftheFileIndexandServentIdentifierfieldsrespectivelyfromthePushrequestreceived,and<FileName>isthenameofthefileinthelocalfiletablewhosefileindexnumberis<FileIndex>.TheserventreceivingtheGIVrequestheader(i.e.thePushrequester)shouldextractthe<FileIndex>and<FileName>fieldsfromtheheaderandconstructanHTTPGETrequestofthefollowingform:
GET /get/<File Index>/<File Name>/ HTTP/1.0\r\n

User-Agent: Gnutella/0.4\r\n (3)

Range: bytes=0-\r\n

Connection: Keep-Alive\r\n

\r\nTheremainderofthefiledownloadprocessisidenticaltothatdescribedinthesectionentitled"FileDownloads"above.(3)TheallowablevaluesoftheUser̂AgentstringaredefinedbytheHTTPstandard.Serventdeveloperscannotmakeanyassumptionsaboutthevaluehere.Theuseof‘Gnutella’ isforillustrationpurposesonly.Appendix:GnutellaProtocolExtensionsA.1.ExtendedQueryHitDescriptor(EQHD)(DescriptionUpdated03/15/2001)A.1.1.EQHDcommonformatFirstintroducedbyBearSharev1.3.0,theExtendedQueryHitsDescriptorextendstheoriginalGnutellaQueryHitsdescriptorbyplacingextradatabetweenthelastdoublênulterminatedfilenameoftheResultSetandtheServentIdentifier.AnExtendedQueryHitdescriptor(0x81)willhavethefollowingpayloadstructure:FieldsNumberofHitsPortIPAddressSpeedResultSetOptionalQHDDataServentIdentifierByteoffset01...23...67...1011…NN+1...LZ17L̂16...L̂1OnewayfordeveloperstohandletheQHDDataextensionsisto1)BeawarethatanincomingQueryHits



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #33descriptormayormaynotcontainadditionaldataaftertheResultSetandbeforetheServentIdentifier.Nocompletespecificationexistsforthenumberofbytesthatmaybepresent,ortheircontent.UsethePayloadLengthfieldandcountbytesastheyarereadfromthestreamtodeterminewhethertheextensionbytesarepresent.2)Iftheyare,readthemfromthestream,leaving16bytesfortheServentIdentifier.3)ProcesstheQueryHitasusual.A.1.2.BearShareTrailerEQHDTheBearShareTrailerfieldstoredintheOptionalQHDDatafieldhasthefollowingstructure:FieldsTrailerVendorCodeOpenDataSizeOpenDataOptionalPrivateDataOptionalSignatureBinaryDataOptionalSignatureSizeByteoffset0...34...56...6+n̂16+n...LZ17ZNZ(s+1)LZ17ZNZs...LZ17ZNZ1LZ17ZNVendorCodeFourcasêinsensitivecharactersrepresentingavendorcode.(SomerecognizedvendorcodesarelistedinsectionA.1.3).OpenDataSizeContainsthelength(inbytes)oftheOpenDatafield.OpenDataContainstwo1̂byteflagsfieldswiththefollowinglayoutandinthespecifiedorder:FieldsFlag1Flag2OptionalXMLDataLengthOptionalXMLDataOptionalVendorDataByteoffset012...34...4+sZ14+s...nZ1Flag1flagsrrrsetUploadSpeedsetHaveUploadedsetBusyrflagPushBitnumber76543210setUploadSpeed=1ifandonlyiftheflagUploadSpeedflagintheFlags2fieldismeaningful.setHaveUploaded=1ifandonlyiftheflagUploadedflagintheFlags2fieldismeaningful.setBusy=1ifandonlyiftheflagBusyflagintheFlags2fieldismeaningful.flagPush=1ifandonlyiftheserventisfirewalledorhasnotyetacceptedanincoming



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #34connection.r=reservedforfutureuse.Flags2flagsrrrflagUploadSpeedflagHaveUploadedflagBusyrsetPushBitnumber76543210flagUploadSpeed=1ifandonlyiftheSpeedfieldoftheQueryHitsdescriptorcontainsthehighestaveragetransferrate(inkilobitspersecond)ofthelast10uploads.flagHaveUploaded=1ifandonlyiftheserventhassuccessfullyuploadedatleastonefile.flagBusy=1ifandonlyifthealloftheservent’suploadslotsarecurrentlyfull.setPush=1ifandonlyiftheflagPushflagintheFlags1fieldismeaningful.r=reservedforfutureuse.OptionalXMLDataLengthThislittlêendian16̂bitfield,introducedinLimeWire1.8andlater,includesthelengthoftheOptionalXMLDatafieldthatmayfollowit.Itmustbesetto0ifnoXMLDataisusedbutotherOptionalVendorDatamustbeused.OptionalXMLDataThisoptionalfieldcontainsXMLencodedmetâdataforthefilesreferredtobytheResultstructuresoftheQueryHits.ThepresenceoftextualXMLcanbeinferredtobytheleadingbytewhichSHOULDbeanASCII"<"foranXMLdeclaration,commentorrootelement.Aleadingnon̂printableASCIIcharacterimpliesthatthefieldisnotencodedwithtextualXML,butusessomeotherbinaryformat.OptionalVendorDataThisoptionalfieldothervendor̂specificdatafortheQueryHitsDescriptor.ItmayusebinaryformatanditisboundbytheValueoftheOpenDataSizefield.Thisvendor̂specificfieldisdeprecatedinfavorofsetofGGEP̂styleextensionsintheOptionalPrivateDatafielddescribedbelow.OptionalPrivateDataUndocumentedBearSharêspecificdata.Thelengthofthisfieldcanbedeterminedasfollows:
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<QueryHit Descriptor Payload Size> - ( <Open Data Size> + 4 + 1 ).Forinteroperabilitywithmanynewerservents,thisfieldSHOULDNOTstartwiththemagicbyte0xC3orincludethemagicbytessequence(0x1C,0xC3)thatdelimitsGGEPextensions.ThisfieldisdeprecatedinfavorofsetsofGGEPextensions,whichallowusingextensionsfrommultiplevendors,storedinthisPrivateDatafield.Inthatcase,thesetofGGEPextensionisselfdelimited,andstrictlyboundtotheabovesizelimit.OptionalSignatureBinaryDataUndocumentedBearSharêspecificdatausedtosignQueryHitsdescriptorsagainstfakehitscomingfrommaliciousservents.ThisfieldalwayscomesafterallextensionsintheoptionalPrivateDatafield,andisonlypresentifthenextfieldisalsopresent,anditssizeisdeterminedbythelastfield:OptionalSignatureSizeBearShareserventsusingtheauthenticationmechanismcanaddthisfieldandthepreviousonetosignQueryHitsdescriptorssothatfakeQueryHitscanbedetected,anditmayincludeotherBearSharêspecificinformation.Thisextensionisstillexperimental.Thisfieldisasingleunsignedbyte,itindicatesthesizeofthepreviousSignatureBinaryDatafield.Forcompatibility,thesignaturefieldwillalwaysfollowasetofGGEPextensionsthatmustbeterminatedbyaNULGGEPextension.ThereshouldbeonlyonesetofGGEPextensionsinthePrivateData.A.1.3.VendorcodesThesecodesareusedinseveralextensionsoftheGnutellaprotocol.TheywerefirstintroducedtobeusedintheBearShareTrailerEQHD,buttheyarenowcommonlyusedinotherextensionsaswell.VendorCodeApplicationName(4)BEAR(5)BearShareCULT(5)Cultiv8r(Emixode)GNUC(5)GnucleusGTKG(5)Gtk̂GnutellaLIME(5)LimeWireRAZA(5)ShareazaSWAP(5)SwapperACQX(6)Acquisition



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #36ARES(6)Ares(SoftGap)MACT(6)MactellaMMMM(6)Morpheus(v2.0+)MNAP(6)MyNapsterMRPH(6)Morpheus(Old)MUTE(6)MutellaNAPS(6)NapSharePHEX(6)PhexQTEL(6)QtellaTGWC(6)???TOAD(6)ToadNodeXOLO(6)XoloxFISHPEERanhaGNOTGnotellaGNUTGnutGNEWGnewtelliumHSLGHagelslagOCFGOpenColaOPRAOperaSALMSalmonellaSNUTSwapNutZIGAZiga(4)Moreinformationontheseapplicationscanbefoundathttp://www.gnutelliums.com/.(5)ServentsthatcurrentlyareveryfrequentlyfoundontheGNet,andusingtheirowncoreengine.(6)ServentsthatcurrentlyarecommonlyfoundontheGNet,and/orusingacoreenginefromanothervendor.VendorsshouldregistertheirpeercodeontheDatabasesectionofthefollowingforumhttp://groups.yahoo.com/the_gdf/wheretheprotocolstatusanditsrevisionsandextensionsarediscussed.Thislistonlyincludesserventswhichregisteredwithareleasedandactivestatus.A.2.ExtendedResultDataextensionsA.2.1.ExtendedResultstructureAnextendedResultStructurecontainsadditionalOptionalResultDatabetweenthetwoNULterminators:FieldsFileIndexFileSizeSharedFileNameNUL(0x0)TerminatorOptionalResultDataNUL(0x0)TerminatorByteoffset0...34...78...7+K8+K9+K...RZ2R̂1Someserventsmayprocessextended



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #37QueryHitsdescriptorswithoutadverseconsequencesbysimplydisregardingdatabetweennuls.Othersmay,uponnotfindinganelementoftheresultterminatedasexpected,improperlyreadthedescriptor.Oncemisread,itmaybesubsequentlymishandled,andtheconnectionthatdelivereditmaybedisconnected.TheOptionalResultDatafieldMAYNOTincludeanybinaryNULbyte.Butforinteroperabilitywithotherextensions,theymaynotincludeanASCIIFS(0x1c=28)character,whichisusednowtodelimitmultipleextensionsinthisfield,andeachextensionshouldstartwithatleastamagicbytecharacteristicofitscontenttype.ThisextensionmechanisminthisfieldusingtheFSseparatorisknownastheGenericExtensionMechanism(GEM).SincetheintroductionofGGEP,noGEMextensioninthatfieldshouldstartwithabyte0xC3thatdelimitsthestartofasetofGGEPbinaryextensions,encodedwithCOBS(toavoidthepresenceofNULbytesinthebinaryextension).IFGGEPextensionsarepresent,nootherGEMextensionmayfollowit(thepresenceofaFSbyteintheCOBŜencodedGGEPsetmustnotbedetectedasanewGEMextension).A.2.2.GnotellaResultDataextensionVersionsoftheGnotellaclientatleastasearlyas0.73(releasedJuly30,2000)placeextradatainQueryHitdescriptors.AccordingtotheGnutella0.4protocolspecification,eachelementoftheResultSetinaQueryHitdescriptoristerminatedbyadoublênul.Gnotellamayplaceextradatabetweenthetwonuls.Althoughitsexactlayoutisunknown,thisdatarepresentsthebit̂rate,samplerate,andplayingtimeoftheMP3filedescribedbytheresultsetentry.IfthefiledescribedbytheresultsetentryisnotanMP3file,thereisnodataplacedbetweenthenuls.Thisextensionisnowdeprecated,asitlacksaproperlydefinedstructurewitharecognizablecontenttype.A.2.3.LimeWireMetaÒDataResultDataextensionVersionsofLimeWire1.8orlatercanincludemetâdataforeachResultinsertedinaQueryHitsdescriptor.ThismetâdataconsistsinXMLencodeditems,andtheyarerecognizablebytheirleadingbytewhichisanASCII"<"thatstartsanXMLdeclaration,orXMLcomment,orthestartingtagoftheXML



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #38rootelement.TherootelementMUSTNOTbeasimpletextelement,butanexplicitlynamedelementthatencapsulatesalltheXMLdocument,whichmustcontainaelementforeachtaggedsetofmetâdata,whosenamequalifiestheXMLschemadefinitionusedtocreateeachmetâdatafield,encodedasindicatedinthecorrespondingschema(fornow,allmetâdatainformationitemisencodedasaseparatesub̂element,insteadofattributesofthecontainerelementqualifyingtheschema).ThisXMLextensionhasnodefinedlength,butconsistsonlyinprintableASCIIbytesandbytesintherange0x80to0xFEusingthedefaultUTF̂8encodingoranothercharacterencodingdeclaredinaleadingXMLdeclarationBthisextensionisterminatedonthefirstASCIIFSorNULcharacterthatfollowsit.Importantinteroperabilitynotice:TheXMLstandard(seesection2.8oftheXML1.0standardrelatedtothe"PrologandDocumentTypeDeclaration",andsection4.3.3for"CharacterEncodinginEntities")impliesthatthe"UTFÒ8"charsetisimpliedbydefaultinallconformingXMLdocuments,inabsenceofanexplicit<?xmlencoding="..."?>declarationatthebeginningofthedocument(orwithoutanleading"byteordermark"whichmayindicate"UTF̂16",or"ISO-10646-UCS-4").AlsothedefaultXMLversionis"1.0".Typicalserventswon'tsendthisXMLdeclaration.Sothe"ISÔ8859̂1"charactersetMUSTNOTbeimplied,butthe7̂bit"UŜASCII"encodingcanbeusedwithoutanyexplicitdeclaration,asitisacommonsubsetofboththe"ISÔ8859̂1"and"UTF̂8"encodings.ForgettingthisconformancerulemaysimplyinvalidatetheXMLmetâdatawhichwon'tbeparsablebyclassicXMLparserssuchasXercesforCorJava,orMSXMLforWindowsservents(sotheXMLmetâdatawillbeignoredbytherecipient).IfanapplicationdoesnotwishtousetheUTF̂8encoding,andprefertousealegacy"ISÔ8859̂1"encodingfornon"UŜASCII"characters,theXMLmetâdatadocumentMUSTstartwithoneofthefollowingexplicitdeclarations:<?xmlencoding="ISÔ8859̂1"?><?xmlversion="1.0"encoding="ISÔ8859̂1"?>NotethatthisXMLextensionmayinclude0xC3bytes—neededfortheUTF̂8encodingofUnicodecharactersinrangeU+00C0toU+00FF,oriftheISÔ8859̂1charactersetis



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #39declared,forencodinga"Ã"character(uppercaseLatinletterAwithtilde)—thatMUSTNOTbeinterpretedasprefixingasetofGGEPextensions.Nativeencodingissues:ApplicationswritteninC/C++(notablyonWindows)MUSTNOTassumethatthesystemencodingisnecessarilybasedonISÔ8859̂1:extendedcharactersintherange0x80to0x9FareNOTpartofISÔ8859̂1(tousethem,you'llneedtoencodeyourdocumentwithUnicodeandserializeitinUTFZ8,orspecifyanexplicit"windowsZ1252"encoding),andthevariousnativeWindows"ANSI"codepagesmaybebasedonotherISÔ8859encodings(notablyISOZ8859Z2orISOZ8859Z4inCentralEurope,ISOZ8859Z5inRussia,ISOZ8859Z7inGreece,ISOZ8859Z9inTurkey,ISOZ8859Z8inIsrael,ISOZ8859Z6inNorthAfricaandMiddleZEast...),oronotherAsianstandards(ShiftZJISinJapan,KSC5601inKorea,GBKinChinaandSingapore,Big5inTaiwanandHongKong,ISCIIinIndia,TISZ620inThailand,VISCIIinVietnam).OnWindows,applicationscanusethe"GetACP()"Win32APItogetthe"ANSI"codepageusedonthesystem(forreferencesaboutWindowscodepagesseehttp://www.microsoft.com/globaldev/reference/cphome.mspx).ApplicationswritteninJavainternallyuseaUnicoderepresentationforcharactersandstringsindependentlyofthesupportingplatform(socharactersmaybepresentoutsideoftheISÔ8859̂1range).Unicoderepresentationissues:Unicodeallowsrepresentingsomecharactersindifferentways,withaprecombinedformwhereasinglecodepointrepresentasinglecharacter,oradecomposedformwheremultiplecodepointsrepresentasinglecharacterasabasecharacterandoneorseveralcombiningcharacters.ForinteroperabilityofXML,theUnicodestandardmandatesusingthecanonicalNFC"NormalizedFormwithComposedcharacters"inallXMLdocuments.Thismaybeanissueforinteroperability,assomesystemAPIswillreturndecomposedcharacters,butotherwillonlyoperatewithprecomposedcharactersinNFCform(Seehttp://www.unicode.org/reports/tr15/fortheUnicodeTechnicalReport#15about"UnicodeNormalizationForms",andhttp://www.unicode.org/reports/tr20/fortheUnicodeTechnicalReport#20about"UnicodeinXMLandotherMarkupLanguages").UTFÒ8serializationissuesforUnicode:theUTF̂8encodingwasinitiallyusedto



12-12-2005 http://rfc-gnutella.sourceforge.net/developer/stable/index.html #40serializeUnicodewhichusedasingle16̂bitcodeunitforeachcodepoint.However,theUnicodecodepointsarenow21̂bitentities(fromalarger32̂bit"UCS4"setdefinedinISÔ10646),andsomeUnicodecharacterscanonlyberepresentedin16̂bitcodeunitsusing"surrogate"pairs,withaleadinghighsurrogateinrange0xD800to0xDBFF,andatrailingsurrogateinrange0xDC00to0xDFFF.ThesesurrogatesareNOTcharactersindividually,sotheyMUSTNOTbeserializedtoUTF̂8(using3encodingbytesforeachsurrogate).Instead,thesurrogatepairmustbeconvertedasawhole,byfirstconvertingthepairtoa21bitcodepointinrange0x10000to0x10FFFF,andthenapplyingtheUTF̂8serialization(whichwillreturn4encodingbytes,andnot6,forthewholecharacter).ThisisimportantforcompatibilitywiththenewmandatoryChinesestandardGB18030,whichallocatescharactersoutoftheBMP.(Seehttp://www.unicode.org/reports/tr26/fordetailsabouttheUnicodeTechnicalReport#26about"CompatibilityEncodingSchemeforUTF̂16:8̂Bit(CESÛ8)",butdon'tusethis"CESÛ8"encodingrepresentationwhichisnotwidelyinteroperable,anddon'tusethisrepresentationbyassumingitisconformingto"UTF̂8").A.2.4.URIResultDataextensionandURIExtendedQueryextensionNewerversionsofserventsthatimplementthe"HUGE"extendedprotocolthatenableidentificationoffilesbytheircontenttoprovideaccuratedownloadsfromameshofservents,willincludeaURIforeachResultinsertedinaQueryHitsdescriptor.AnencodedURNarelocationindependantandsearchableonthenetwork.AnencodedURLwillallowalternatedownloadlocationsordownloadprotocols.URNsarerecognizablebytheirleadingbyte,anASCII"u"characterthatstartstheURNencodingscheme.URLsMAYalsobeused,buttheyshouldonlyusewell̂knownandregisteredschemes(suchas"http:"or"ftp:").ServentsSHOULDonlygenerateaURIintheOptionalResultDatafieldofQueryHitsResultstructuresonlyifrequestedtodosobyusinganURIExtendedQueryDataextension.InQuerydescriptors,noURIisinserted,onlytheURIencodingschemeisneededintheOptionalQueryDataextensionfield.TheseURIextensionshavenodefinedlength,butconsistonlyinprintableASCIIbytes,andwillterminateonthefirstASCIIFSorNUL
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